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ABSTRACT 
E-Learning enables the acquisition of knowledge and information through technologies such as computers, smart phones, tablets 
and wide area network (WAN). The existence of E-Learning contributes in the field of education quality, distributing and sharing of 
teaching materials efficiently. In this existing system, E-Learning tools resides in an open network, which is prone to various 
security attacks, as internet is the backbone of the entire system which is inherently insecure, during the transaction of each 
message in this system, hackers attack by utilizing the different loopholes of the desired technology. Some of the different security 
measures are required to be imposed. The proposed system, has both confidentiality and integrity which are  an important aspect 
in security concerns in that identified DDoS attack, where the E-Learning materials in the cloud is to be kept as secret. Elliptic 
curve cryptography algorithm (ECC) is used for security concerns. In order to explore its positive impact on E-Learning the main 
focus is to identify the security issues that are related to cloud-based E-Learning efforts, which have been improved for security 
measures and to provide solutions in terms of management challenges. 
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INTRODUCTION 

 

In cloud computing, the word cloud (likewise expressed as "the cloud") is utilized as an analogy for "the 

Internet," so the expression cloud computing signifies "a kind of Internet-based processing," where different 

administrations, for example, servers, applications are conveyed to an association's PC and gadgets through the 

Internet. 

Cloud computing is an up and coming innovation that uses the cloud energy to numerous specialized 

arrangement. Cloud computing gives different processing assets to store in the server. Distributed computing 

involves three administrations. They are Infrastructure as a Service, Platform as a Service, and Software as a 

Service shown in figure 1. 

Computing in the cloud makes it conceivable on nearly track an item all around its life cycle. Cloud-based 

supply administration might also altogether chop down on lost item as it spot a shipment throughout any stage 

for transport. Furthermore, it empowers you will make faster choices, what’s more correspond adequately if you 

necessity will reroute a misdirected shipment. Those "cloud" will be an situated from claiming different sorts 

from claiming fittings what's more product that worth of effort all things considered will convey numerous parts 

from claiming registering of the end-user Similarly as an internet administration. 
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Fig. 1: Types of services 

 

Infrastructure as a Service (IaaS): 

is a service which support operations, including storage, hardware, servers and networking components. In 

IaaS the user need not to manage the server, but have the control over the server. 

 

Platform as a Service (PaaS): 

 is a standard for delivering operating systems. They need to install or download any operating system and 

access the services over the internet. 

 

Software as a Service (SaaS): 

is a service model in which application is hosted by a vendor and made available to customer over a 

network, typically on the internet. 

Depending upon the usage the customer can choose the service model. The customer may pay to the owner 

according to their usage. The quality play an important role in the success of the cloud computing. Cloud 

computing has scalable,  feature, according to their customer need if they want to store more data. 

E-learning is simple to use. E-learning is a learning method which utilizes the electronic source to access 

educational material via internet. It consists of some courses. Program, degree delivered comp letely online. 

Users at distant place make use of this E-learning system for their education. Cloud based E-learning, in 

which E-learners need not have high configured computers since all the materials are uploaded in  the cloud. 

Some computer, laptops will not support any document format and fonts that document will be opened in 

the cloud easily. The E-learners will not have any problem while using it the performance will be good. 

In cloud computing there are many security issues that related to the growth of internet. When cloud 

computing is applied in the field of education, a lot of problems have been examined, such as teaching 

system. 

Security is one of the major issues in the field of cloud computing. Several surveys on  cloud adopters 

indicate that security is the primary concern hindering its adoption. This paper examines security issues 

associated with cloud-based E-learning. 

One fruitful attack, which is intended to prevent the use from claiming your site known as a Distributed 

Denial of Service (DDoS) assault. A DDoS attack is working to make a system inaccessible to planned 

clients, for the most part by method for a purposeful push to upset administration, including over and over 

getting to the servers, immersing these with more movement than the site is working to deal with.  

These offenders can get to arrangements of "zombie" PC's and actuate these telephones help execute 

dissent of-administration assaults against different sites, have phishing assault locales or convey spam 

messages. Attempting to follow a fit of anxiety time for the principal source is futile. They will search for a 

casualty instead of the criminal as they are so shrewd.  

A conveyed dissent of-administration (DDos) assault is one when a site is assaulted, in spite of the fact 

that not by basically one individual or machine. DDos are assaults on the site by two or three people or 

machines. These assaults for the most part are finished by cyber criminals utilizing botnets (remote PCs that 

are under their control), to besiege your site with solicitations. Cyber criminals make botnets by 

contaminating a measure of computers sometimes hundreds or thousands 'with malware that gives them 

control over the machines, allowing them to organize their assault.  

The rest of this paper is organized as follows section II describes the related work in DDoS, section III 

describes the secured cloud based E-Learning system architecture, section IV describes the DDoS attack 



190                   Anu Lavanya N, 2017/Advances in Natural and Applied Sciences. 11(6) Special 2017, Pages: 188-196 

 

classification, section V describes the proposed architecture for detection of  DDoS attack, section VI describes 

the result and discussion and  section VII describes the conclusion of DDoS detection. 

 

Related Work: 

M. Durairaj et al. [2] has introduced a study on cloud security. There are three administration modes 

accessible in every specific administration what are the security issues conceivable are obviously examined. 

Among those issues information accessibility is considered as the one of the real issues. This brought about 

because of the Distributed Denial of Service (DDoS). Cloud based E-Learning is the strategy to diminish 

cost and intricacy of information getting to, which are controlled by outsider administr ations. Conventional 

E-Learning strategies are fused with distributed computing innovation to give gigantic favorable 

circumstances to the scholarly clients however it begin in security viewpoints. The proposed procedure 

guarantees information accessibility and gives the answer for shield key information from the aggressors. It 

distinguishes distinctive security issues in cloud benefit conveyance demonstrate with an intend to propose 

an answer as safety efforts identified with the cloud based e-learning. Dangers, security necessities, and 

difficulties included are likewise mulled over. E-learning models advocate clients to get to their information 

in the cloud through a secured layer utilizing the web. Information accessibility issue is the real prevention 

in getting to cloud information for E-Learners. Among all the Distributed environment assaults, Distributed 

Denial of administration (DDoS) assault is the root assault for information inaccessibility.  

J. Kashyap et al. we show a far reaching study of DDoS assaults, identification techniques and devices 

utilized as a part of wired systems. The paper likewise highlights open issues, look into difficulties and 

conceivable arrangements around there. In a DDoS attack, aggressors attempt to make an administration 

inaccessible to its true blue customers and dispatch the attack utilizing an expansive number of zombies 

disseminated in different systems. It takes just a few moments to debilitate the transfer speed and different 

assets of the casualty. A speedier discovery plot more often than not devours higher preparing power and at 

the same time, it antagonistically affects recognition exactness. In a DDoS attack with an expansive number 

of operators, attack conduct regularly acclimates well with ordinary conduct. In such a circumstance, for a 

DDoS guard system expecting to give a close constant arrangement may must be founded on an incremental 

bunching calculation to isolate the assault from ordinary movement. This requires a fitting closeness 

measure that works sensibly, rapidly furthermore, dependably. 

A. Rama Mohan Reddy  et al. has overviews on various sorts of attacks and methods of DDoS attacks 

and their countermeasures. The critics of this paper are that the scope of numerous parts of countering 

DDoS attacks, including location, resistance and relief, trace back approaches, open issues and research 

challenges. Order of different DDoS assaults, DDoS Defensive designs, for example, Source -end, Victim-

end and Halfway models. We have additionally exhibited different Detection and alleviation instruments, 

for example, Measurable based, Soft-processing based, Knowledge based and Data mining based 

methodologies alongside their favorable circumstances and burdens in light of where else, when they 

distinguish and react to DDoS assaults. At long last, we introduced a review of trace back instruments of 

DDoS assaults, for example, parcel stamping plans, data separate, nectar pots and entropy varieties. For all 

intents and purposes, it is exceptionally hard to outline and execute DDoS guard and location. Continuously 

systems, satisfying every one of the prerequisites for DDoS location are unrealistic and to achieve this, 

different execution parameters should be adjusted against each other gently and fittingly.  

Yang Xiang et al. proposed  low-rate DDoS assault is a smart assault as the aggressor can send assault 

parcels to the casualty at an adequately low rate to evade location. Today, a vast scale DDoS assault is 

normally joined with different low-rate assaults, which are circulated on the Internet to abstain from being 

identified by current discovery plans. An aggressor can utilize botnets to dispatch a low-rate DDoS assault, 

delivering system conduct that shows up typical. In this way, it is hard to distinguish and alleviate. In this 

paper, we propose two new and powerful data measurements for low-rate DDoS assaults location: summed 

up entropy furthermore, data remove metric. The trial comes about demonstrating that these measurements 

work adequately and steadily. They beat the conventional Shannon entropy and Kullback–Leibler remove 

approaches, separately, in recognizing oddity activity. Specifically, these measurements can enhance (or 

match the different necessities of) the frameworks' recognition affectability by adequately changing the 

estimation of the request of the summed up entropy and data remove measurements. As the proposed 

measurements can increment the data remove (hole) between assault activity and genuine movement, they 

can adequately distinguish low-rate DDoS assaults early and diminish the false positive rate unmistakably. 

The proposed data remove metric conquers the properties of awry of both Kullback–Leibler and data 

divergences. Besides, the proposed IP traces back plot based on data measurements can successfully follow 

all assaults until their own LANs (zombies). Taking everything into account, our proposed data 

measurements can significantly enhance the execution of low-rate DDoS assaults recognition and IP trace 

back over the customary approaches. 
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B.B. Gupta et al. has introduced the security issues in a cloud environment and answer for those issues. 

The security is the significant issue in the development of distributed computing. They proposed the design 

for information sharing. Online gathering is additionally talked about how successfully the client may utilize 

the discussion. The test confronted by cloud clients and suppliers is security concerns towards cloud 

administrations. A solitary server, processing office, server farm and working framework have numerous 

clients, utilizing virtualization. An expanding number of clients are getting served by a cloud supplier by 

this idea of asset sharing. Information assurance, correspondence, asset administration for separation,  

virtualization and so forth is a portion of the security issues emerges because of multi-occupancy and 

virtualization in the cloud environment. The online discussion gives a chance to personnel and understudies 

to meet on the web and share information. This rehearsed is relied upon to make learning blast. The school 

organization additionally utilizes this gathering as an instrument to give points of interest data on appro ach 

rules and controls to the foundation.  

In the existing system security is one of the major issues which reduce the growth of cloud computing 

and complications with data privacy and data protection continue to plague the market. The E -learning 

material, E-content, and data are to be made available to the learners at the specified sessions when the users 

log on to the system for their duration at the period of time, if the required material is not available the 

learners will lose their interest and not get the most use of the E-learning system. Mainly there are two types 

of attacks, blocking attacks and flooding attack, e.g. Distributed Denial of Service. Hence the proposed 

work is to overcome the drawbacks in the existing system. 

 Who has access the material 

 Correctness of information 

 Ability to access information and services at appropriate times 

 

Secured Cloud Based E-Learning System Architecture: 

In this section, the proposed solution for DDoS attack is presented. 

The proposed system consist the architecture for cloud based E- learning system. In this cloud based E-

learning system there are many possibility of attack may occur. In that we chosen two attack DDoS attack 

which is an active attack. In active attack, the intruder will introduce file into the system and potentially change 

file within the system. The entities such as student, teachers will upload the study materials in the cloud server. 

These uploaded material will be access from anywhere by the students and teachers. They access the material 

through internet. Hence the E-learners need to have the good internet connection in their current location. The 

proposed work is to identify the DDoS attack in E-learning portal while accessing more websites.  

 
Fig. 2: Secured Cloud Based Architecture 
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The architecture shown in figure 2, consist local server, centralized server and a web browser. In which 

multiple client will access their local server to upload or receive their material through internet. The learning 

material repository will consist of all learning material for the E-learners. The client will send a request to the 

cloud storage for the materials.  

In web browser consist of communication channel. In communication channel there are possibility of many 

attack such as  DDoS attack, DROWN attack, Freak attack, Insider attack etc.  

A DDoS attack can be characterized as an attack which utilizes a substantial number of PCs to dispatch a 

planned DoS attack against a single machine or numerous casualty machines. Utilizing customer/server 

innovation, the culprit can duplicate the effectiveness of the DoS attack fundamentally by outfitting the assets of 

numerous unwitting assistant PCs, which fill in as attack stages. 

 

ddos attack classification: 

Bayesian classification is exceptionally basic which accept that the characteristic properties are autonomous 

and they don't have any connection between them. Numerous scientists have found that this supposition of 

autonomy doesn't work in all cases for which other option strategies are proposed to increment the execution. 

The scenario considered here deals with the details of the study material of the students gained in his/her 

educational career. Based on these details, the DDoS attacks are classified into different types. Here, three types 

take into consideration and they are: 

 

• FLOODING ATTACK.  

• SIZABLE ATTACK. 

• EXECUTABLE ATTACK. 

 

If it doesn’t fall in these three types then it is said to be “NORMAL ATTACK” 

The training data is used to categorize the attack under consideration into three types as mentioned above. 

The architecture for such a classification methodology is given in Figure 3. 

Classification algorithms can be adopted for the classification of documents, images, spam filters and other 

data sets.  

 

 
Fig. 3: Classification of DDoS attack in E-Learning 

 

By applying Bayesian Classifier, E-learning material is verified and classified by flooding attack,sizeable 

attack and executable attack.  

 

Flooding Attack:  

If the request sent from the client is more than 50 from particular IP address then it is said to be flooding 

attack. 

 

Sizable Attack:  

If the file size that is going to be upload in cloud storage is large compared too training data set then it is said 

to be sizable attack. 
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Executable Attack:  

Permitting a end client to transfer files on your website is such as opening another entryway for An 

pernicious client should trade off your server. However, uploading files may be An need for any web requisition 

with propelled purpose. 

  

Proposed Architecture For Detection Of Ddos Attack: 

In this section, the proposed solutions for DDoS attack are presented. 

The proposed system consists the architecture for cloud based E- learning system. In this cloud based E-

learning system there are many possibilities of attack may occur. In that we have chosen to attack DDoS 

attack which is an active attack. Inactive attack, the intruder will introduce file into the system and potentially 

change file within the system. The entities such as student, teachers will upload the study materials on the cloud 

server. These uploaded material will be accessible from anywhere by the students and teachers. They access the 

material through the internet. Hence the E-learners need to have the best internet connection with their current 

location. The proposed work is to identify the DDoS attack k in E-learning portal while accessing more 

websites.  

The architecture consists local server, centralized server and a web browser. In which multiple client will 

access their local server to upload or receive their materials through the  internet. The learning material repository 

will consist of all learning material for the E-learners. The client will send a request to the cloud storage for the 

materials. In a web browser consists of communication channel. In communication channel there are possibility 

of many attacks such as  DDoS attacks. In that we discuss on DDoS attack. 

A DDoS attack can be characterized as an attack which utilizes a substantial number of PCs to dispatch a 

planned DoS attack against a single machine or numerous casualty machines.  Figure 4 shows the DDoS attack 

initiation. Utilizing customer/server innovation, the culprit can duplicate the effects of the DoS attack 

fundamentally by outfitting the assets of numerous unwitting assistant PCs, which fill in as attack stages. 

 
Fig. 4: DDoS Attack Initiation 

 

There are three modules present in this proposed system to securely download the E-learning materials from 

Cloud.  

1. Accessing the document 

2. Identifying possibility of attacks 

3. Preventing the attack 

 

Accessing the document: 

The student and staff will register their details. If they have already registered they will login directly using 

their id and password. They will upload and collect their materials required for their study and research. The 

cloud storage can be expanded according to their usage. 

 

Identifying the Possibility of Attacks: 

The student will send a request to the local server from there they will send an access request through a web 

server.  
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Fig. 5: Identification of DDoS attack 

 

The web server will access the materials from the centralized server.In web server there will be secure 

channel in that channel there is possibilities of attack may present Figure 5 show the possibility of attack i.e. 

Insider attack, a DDoS attack. In that DDoS attack is identified. 

 

Preventing Attack: 

Once the attack is identified, analyze how the attack may present. They may present due to the weakness 

configured TLS protocol. By using a Public key cryptographic algorithm the DDoS attack was prevented and 

produces the securing download of the material. 

 

The following steps will give a DDoS attack prevention method: 

Step1: First login using your ID and Password in E-learning websites. 

Step2: Upload the E-learning materials into the cloud. 

Step3: Now students will login using their own ID and Password. 

Step4: Then students will download their needed materials form cloud.  

 
Fig. 6: Flow Chart for DDoS Detection 
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Step5: While downloading the material from web browser there is possibility of attack may occur. 

Step6: Identify the types of attack. 

Step7: Detection of  DDoS attack. 

Step8: Using Bayesian Classifier differentiate the type of attack. 

Step9: If the request from single IP address exceed more than 20 then it is flooding attack. 

Step10: If the uploading file size is more than fixed limit then it is sizable attack. 

Step11: If uploading file is normal then it is mentioned as normal. 

Step12: Block the file which has DDoS attack.  

 

RESULTS AND DISCUSSION 

 

The result reveals how the attack has been identified and prevented while uploading the file in a cloud 

environment. The client will upload the material related to E-Learning in all file formats like word document, 

PDF file, images, audio and videos. The file size and request that has been sent to the server by the client may 

exceed the limit that has been set already by trained dataset. These problems have been solved by blocking the 

user. 

 
 

Fig. 7: Requesting File 

 

In figure 7 shows that which file is to be upload in cloud is selected by client and they will start sending the 

request to server. 

 

 
 

Fig. 8: Type of DDoS attack 

 

In figure 8 shows that which type of DDoS attack it belongs to.  

If the file size is large beyond the limit, then that will be indicated as “SIZABLE ATTACK”. 
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If the request for a particular file is more than 20 from the same IP address then that will be indicated as 

“FLOODING ATTACK”. 

If the file that we request is normal then it will be indicated as “NORMAL”. 

These three categories are defined using Bayesian Classifier with some trained data set. 

 

Conclusion: 

The E-learning systems are very important entity in the field of education in which we enhance the 

traditional E-learning system to cloud based E-learning. There are many security issues faced in cloud based E-

learning system. In that DDoS attack is identified and prevented using Bayesian Classifier. The outcome of the 

process is to make secure E-learning systems that can be applied to practical situation and sufficiently take care 

of the E-learning process. 
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